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Decision/action requested

It is suggested that the new solution is added to the study in TR 33.807
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Rationale

This document provides a new solution for a N3GPP key hierarchy. The corresponding Key issue is provided in a separate contribution (S3-190745). Solution #Z mentioned below is provided in yet another separate contribution (S3-190747).
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Detailed proposal

********** 1st CHANGE **********
6.Y 
Solution #Y: New access type distinguisher for N3GPP 

6.Y.1
Introduction

This solution addresses the key issue #X (N3GPP Key Hierarchy). 

6.Y.2
Solution details

In TS.33.501 [3] Appendix A.9, it is specified how to derive access node keys KgNB and KN3IWF. When deriving these keys, an input called an access type distinguisher is used. The access type is either 3GPP access or Non-3GPP access. Table A.9-1 in TS.33.501 [3] is copied below for convenience.

Table 6.Y.2-1: (Table A.9-1 from TS.33.501) Access type distinguishers 
	Access type distinguisher
	Value

	3GPP access
	0x01

	Non 3GPP access
	0x02


When introducing more variants of Non-3GPP accesses, and thus more types of access node keys are needed, there are different optional solutions. One such solution is discussed here; another option is discussed in Solution #Z. 

One possible solution is to modify the table in Table A.9-1 in TS.33.501 to hold more values. A suggestion for an update is provided in Table 6.Y.2-1. 

Table 6.Y.2-1: New Access type distinguishers 
	Access type distinguisher
	Value

	3GPP access
	0x01

	(Untrusted) Non 3GPP access
	0x02

	Trusted Non 3GPP access
	0x03

	W-5GAN access
	0x04


This would not affect Rel-15. The solution for untrusted N3GPP access in Rel-15 would work as currently specified.  

A prerequisite for this solution is that he AMF is able to distinguish between the different N3GPP access types to be able to derive separate keys. This information should be possible to extract from the N2 security setup between the access node and the AMF, perhaps together with potential pre-configuration of the AMF (identity of trusted nodes). 

The solution will provide key separation between the different access node keys. This can be combined with other solutions for key separation at the next level. This is needed for example for Trusted access where the access node key is used both for IPSec and to derive the access keys (TNAP keys) (see further details on this in Solution #Z). 
6.Y.3
Evaluation

This solution is one optional solution for Key issue #X (N3GPP Key Hierarchy). Another optional solution is provided in Solution #Z. 
********** END OF CHANGES **********
